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ABSTRACT With the rapid development of cloud services, huge volume of data is shared via cloud computing. 

Althoughcryptographic techniques have been utilized to provide data confidentiality in cloud computing, 

currentmechanisms cannot enforce privacy concerns over cipher text associated with multiple owners, which makes 

co-owners unable to appropriately control whether data disseminators can actually disseminate their data. In thispaper, 

we propose a secure data group sharing and conditional dissemination scheme with multi-owner in cloudcomputing, in 

which data owner can share private data with a group of users via the cloud in a secure way, anddata disseminator can 

disseminate the data to a new group of users if the attributes satisfy the access policies inthe cipher text. We further 

present a multiparty access control mechanism over the disseminated cipher text, inwhichthedataco-

ownerscanappendnew accesspoliciestothecipher textduetotheirprivacypreferences. 

Moreover, three policy aggregation strategies, including full permit, owner priority and majority permit, areprovided 

to solve the privacy conflicts problem caused by different access policies. The security analysis andexperimental 

results show our scheme is practical and efficient for secure data sharing with multi-owner incloud computing. 

 

1. INTRODUCTION  

The popularity of cloud computing is obtained from the benefits of rich storage resources and instant access. It 

aggregates the resources of computing infrastructure, and then provides on-demand services over the Internet. Many 

famous companies are now providing public cloud services, such as Amazon, Google, Alibaba. These services allow 

individual users and enterprise users to upload data (e.g. photos, videos and documents) to cloud service provider 

(CSP), for the purpose of accessing the data at any time anywhere and sharing the data with others. In order to protect 

the privacy of users, most cloud services achieve access control by maintaining access control list (ACL). In this way, 

users can choose to either  publish their data to anyone or grant access rights merely to their approved people. 

However, the security risks have raised concerns in people, due to the data is stored in plaintext form by the CSP. 

Once the data is posted to the CSP, it is out of the data owner’s control. Unfortunately, the CSP is usually a semi-

trusted server which honestly follows the designated protocol, but might collect the users’ data and even use them for 

benefits without users’ consents. On the other hand, the data has tremendous usages by various data consumers to 

learn the behavior of users. These security issues motivate the effective solutions to protect data confidentiality. It is 

essential to adopt access control mechanisms to achieve secure data sharing in cloud computing . Currently, 

cryptographic mechanisms such as attribute-based encryption (ABE), identity- based broadcast encryption (IBBE), 

and remote attestation have been exploited to settle these security and privacy problems. ABE is one of the new 

cryptographic mechanisms used in cloud computing to reach secure and finegrained data sharing. It features a 

mechanism that enables an access control over encrypted data using access policies and ascribed attributes among 

decryption keys and cipher texts. As long as the attribute set satisfies the access policy that the cipher text can be 

decrypted. IBBE is another prevalent technique employed in cloud computing, in which users could share their 

encrypted data with multiple receivers at one time and the public key of the receiver can be regarded as any valid 

strings, such as unique identity and email. In fact, IBBE can be seen as a special case of ABE for policies consisting of 

an OR gate. Compared to ABE in which the secret key and cipher text are both correspond to a set of attributes, IBBE 

incurs low-cost key management and small constant policy sizes, which is more suitable for securely broadcasting 

data to specific receivers in cloud computing. Hence, by using identities, data owner can share data with a group of 

users in a secure and efficient manner, which motivates more users to share their private data via cloud. 

2. OVERVIEW 

We further present a multiparty access control mechanism over the disseminated ciphertext, in which the data co-

owners can append new access policies to the ciphertext due to their privacy preferences. Moreover, three policy 
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aggregation strategies, including full permit, owner priority and majority permit, are provided to solve the privacy 

conflicts problem caused by different access policies. The security analysis and experimental results show our scheme 

is practical and efficient for secure data sharing with multi-owner in cloud computing. 

➢ In this paper, we aim at presenting a novel data protection scheme by combining fragmentation, encryption, and 

dispersion with high performance and enhanced level of protection.  

➢ Fragmentation methods are introduced for data storage in a cost-effective manner using a public Cloud for the less 

confidential data fragments.  

➢ Our method can provide both, data storage cost effectiveness and prevention of any information leak from the 

storage in a public Cloud. 

3. REQUIREMENTS 

3.1 HARDWAREREQUIREMENT: 

 • PROCESSOR :  PENTIUM IV 2.6 GHz, Intel Core 2 Duo.  

• RAM   : 512 MB DD RAM  

• MONITOR                     :  15” COLOR 

 • HARD DISK            :  40 GB 

3.2 SOFTWAREREQUIREMENT 

• Front End    :   J2EE (JSP, SERVLET)  

• Back End   :  MY SQL 5.5 

  • Operating System    :   Windows 7 

 • IDE    : Eclipse   

3.3 FUNCTIONAL REQUIREMENTS     

  A functional requirement defines a function of a software-system or its component. A function is described as a set 

of inputs, the behaviour, and outputs. The outsourced computation is data is more secured.  In this paper, we propose a 

secure data group sharing and conditional dissemination scheme with multi-owner in cloud computing, in which data 

owner can share private data with a group of users via the cloud in a secure way, and data disseminator can 

disseminate the data to a new group of users if the attributes satisfy the access policies in the ciphertext. We further 

present a multiparty access control mechanism over the disseminated ciphertext, in which the data co-owners can 

append new access policies to the ciphertext due to their privacy preferences.    

➢ Proxy Agents: ▪ Proxy Agent Console ▪ Customer’s Requirements ▪ Customers Request ➢ Customers: ▪ User 

Console ▪ Send Requirements.     

3.4 NON-FUNCTIONAL REQUIREMENTS 

 :The major non-functional Requirements of the system are as follows ➢ Usability  

The system is designed with completely automated process hence there is no or less user intervention. ➢ Reliability  

The system is more reliable because of the qualities that are inherited from the chosen platform java. The code built by 

using java is more reliable. ➢ Performance  

This system is developing in the high level languages and using  the advanced front-end and back-end technologies it 

will give response to the end user on client system with in very less time. ➢ Supportability  

The system is designed to be the cross platform supportable. The system is supported on a wide range of hardware and 

any software platform, which is having JVM, built into the system. ➢ Implementation  

The system is implemented in web environment using struts framework. The apache tomcat is used as the web server 

and windows xp professional is used as the platform. Interface the user interface is based on Struts provides HTML 

Tag 

4. BRIEF NOTE ON DESIGN ENGINEERING  

Design Engineering deals with the various UML [Unified Modelling language] diagrams for the implementation of 

project. Design is a meaningful engineering representation of a thing that is to be built. Software design is a process 

through which the requirements are translated into representation of the software. Design is the place where quality is 

rendered in software engineering. Design is the means to accurately translate customer requirements into finished 

product. 

4.1 GENERAL 

4.2 USECASE DIAGRAM 

4.3 CLASSDIAGRAM  

4.4 OBJECTDIAGRAM 
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4.5 STATEDIAGRAM 

4.6 SEQUENCED DIAGRAM 

4.7 ACTIVITY DIAGRAM 

4.8 COMPONENTDIAGRAM 

4.9 DATAFLOW DIAGRAM 

4.10 E-RDIAGRAM 

4.11 DEPLOYMENTDIAGRAM 

4.12 SYSTEM ARCHITECTURE 

 

5.APPLICATIONS AND FUTURE ENHANCEMENTS 

5.1 APPLICATION 

The data owner can choose a policy aggregation strategy and define an access policy to enforce dissemination 

conditions. Then he encrypts data for a set of receivers, and outsources the ciphertext to CSP for sharing and 

dissemination. The data co-owners tagged by data owner can append access policies to the encrypted data with CSP 

and generate the renewed ciphertext. The data disseminator can access the data and also generate the reencryption key 

to disseminate data owner’s data to others if he satisfies enough access policies in the ciphertext. The data accessory 

can decrypt the initial, renewed and re-encrypted ciphertext with her or his private key.   

5.2 FUTURE ENHANCEMENT 

We further present a multiparty access control mechanism over the ciphertext, which allows the data coowners to 

append their access policies to the ciphertext. Besides, we provide three policy aggregation strategies including full 

permit, owner priority and majority permit to solve the problem of privacy conflicts. In the future, we will enhance our 

scheme by supporting keyword search over the ciphertext. 

6. CONCLUSION & REFERENCE  

6.1 CONCLUSION 

The data security and privacy is a concern for users in cloud computing. In particular, how to enforce privacy concerns 

of multiple owners and protect the data confidentiality  becomes a challenge. In this paper, we present a secure data 

group sharing and conditional dissemination scheme with multi-owner in cloud computing. In our scheme, the data 

owner could encrypt her or his private data and share it with a group of data accessors at one time in a convenient way 

based on IBBE technique. Meanwhile, the data owner can specify fine-grained access policy to the ciphertext based on 

attribute-based CPRE, thus the ciphertext can only be re-encrypted by data disseminator whose attributes satisfy the 

access policy in the ciphertext. 
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