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ABSTRACT-In Cloud Environment, using cloud storage service, users can remotely store their data and enjoy the on-
demand high-quality applications and services from a shared pool of configurable computing resources, without the
burden of local data storage and maintenance. However, the fact that users no longer have physical possession of the
outsourced data makes the data integrity protection in cloud computing a formidable task, especially for users with
constrained computing resources. Moreover, users should be able to just use the cloud storage as if it is local, without
worrying about the need to verify its integrity. Thus, enabling public audit ability for cloud storage is of critical
importance so that users can resort to a third-party auditor (TPA) to check the integrity of outsourced data and be
worry free. To securely introduce an effective TPA, the auditing process should bring in no new vulnerabilities toward
user data privacy, and introduce no additional online burden to user.In this paper, we propose a secure cloud storage
system supporting privacy-preserving public auditing. We further extend our result to enable the TPA to perform
audits for multiple users simultaneously and efficiently. Extensive security and performance analysis show the
proposed schemes are provably secure and highly efficient.

Keywords: Cloud Service Providers, Third Party Auditor, Cloud Data Storage Service, Privacy-Preserving Public
Auditing

1. INTRODUCTION

Cloud computing has been envisioned as the next generation information technology (IT) architecture for enterprises,
due to its long list of unprecedented advantages in the IT history: on-demand self-service, ubiquitous network access,
location independent resource pooling, rapid resource elasticity, usage-based pricing and transference of risk . From
users’ perspective, including both individuals and IT enterprises, storing data remotely to the cloud in a flexible on-
demand manner brings appealing benefits: relief of the burden for storage management, universal data access with
location independence, and avoidance of capital expenditure on hardware, software, and personnel maintenances, etc.
While cloud computing makes these advantages more appealing than ever, it also brings new and challenging security
threats toward users’ outsourced data. Since cloud service providers (CSP) are separate administrative entities, data
outsourcing is actually relinquishing user’s ultimate control over the fate of their data. As a result, the correctness of
the data in the cloud is being put at risk due to the following reasons. First of all, although the infrastructures under the
cloud are much more powerful and reliable.

Obijective of this paper is to develop and enable privacy-preserving public auditing for cloud data storage under the
aforementioned model, our protocol design should achieve the following security and performance guarantees Public
audit ability, Storage correctness, Privacy preserving, Batch auditing, Lightweight Communication.

2. EXISTING SYSTEM

We consider a cloud data storage service involving three different entities: the cloud user, who has large amount of
data files to be stored in the cloud; the cloud server, which is managed by the cloud service provider to provide data
storage service and has significant storage. space and computation resources (we will not differentiate CS and CSP
hereafter); the third-party auditor, who has expertise and capabilities that cloud users do not have and is trusted to
assess the cloud storage service reliability on behalf of the user upon request. Users rely on the CS for cloud data
storage and maintenance. They may also dynamically interact with the CS to access and update their stored data for
various application purposes. As users no longer possess their data locally, it is of critical importance for users to
ensure that their data are being correctly stored and maintained. In short, although outsourcing data to the cloud is
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economically attractive for long-term large-scale storage, it does not immediately offer any guarantee on data integrity
and availability.

This problem, if not properly addressed, may impede the success of cloud architecture. To save the computation
resource as well as the online burden potentially brought by the periodic storage correctness verification, cloud users
may resort to TPA for ensuring the storage integrity of their outsourced data. Public audit ability allows an external
party, in addition to the user himself, to verify the correctness of remotely stored data. However, most of these
schemes, do not consider the privacy protection of users’ data against external auditors. It does not consider the
privacy protection of user’s data against external auditors gives unnecessary processing burden.

3. LITERATURE REVIEW

Cloud Computing has been envisioned as the next-generation architecture of IT Enterprise. It moves the application
software and databases to the centralized large data centers, where the management of the data and services may not
be fully trustworthy. This unique paradigm brings about many new security challenges, which have not been well
understood. This work studies the problem of ensuring the integrity of data storage in Cloud Computing. In particular,
we consider the task of allowing a third party auditor (TPA), on behalf of the cloud client, to verify the integrity of the
dynamic data stored in the cloud. The introduction of TPA eliminates the involvement of the client through the
auditing of whether his data stored in the cloud is indeed intact, which can be important in achieving economies of
scale for Cloud Computing.The support for data dynamics via the most general forms of data operation, such as block
modification, insertion and deletion, is also a significant step toward practicality, since services in Cloud Computing
are not limited to archive or backup data only. While prior works on ensuring remote data integrity often lacks the
support of either public auditability or dynamic data operations, this paper achieves both. We first identify the
difficulties and potential security

problems of direct extensions with fully dynamic data updates from prior works and then show how to construct an
elegant verification scheme for the seamless integration of these two salient features in our protocol design. In
particular, to achieve efficient data dynamics, we improve the existing proof of storage models by manipulating the
classic Merkle Hash Tree construction for block tag authentication. To support efficient handling of multiple auditing
tasks, we further explore the technique of bilinear aggregate signature to extend our main result into a multi-user
setting, where TPA can perform multiple auditing tasks simultaneously. Extensive security and performance analysis
show that the proposed schemes are highly efficient and provably secure. A growing number of online services, such
as Google, Yahoo!, and Amazon, are starting to charge users for their storage. Customers often use these services to
store valuable data such as email, family photos and videos, and disk backups. Today, a customer must entirely trust
such external services to maintain the integrity of hosted data and return it intact. Unfortunately, no service is
infallible. To make storage services accountable for data loss, we present protocols that allow a third party auditor to
periodically verify the data stored by a service and assist in returning the data intact to the customer. Most importantly,
our protocols are privacy-preserving, in that they never reveal the data contents to the auditor. Our solution removes
the burden of verification from the customer, alleviates both the customer’s and storage service’s fear of data leakage,
and provides a method for independent arbitration of data retention contracts.

4. EXISTING SYSTEM

We consider a cloud data storage service involving three different entities: the cloud user, who has large amount of
data files to be stored in the cloud; the cloud server, which is managed by the cloud service provider to provide data
storage service and has significant storage. space and computation resources (we will not differentiate CS and CSP
hereafter); the third-party auditor, who has expertise and capabilities that cloud users do not have and is trusted to
assess the cloud storage service reliability on behalf of the user upon request. Users rely on the CS for cloud data
storage and maintenance. They may also dynamically interact with the CS to access and update their stored data for
various application purposes. As users no longer possess their data locally, it is of critical importance for users to
ensure that their data are being correctly stored and maintained. In short, although outsourcing data to the cloud is
economically attractive for long-term large-scale storage, it does not immediately offer any guarantee on data integrity
and availability. This problem, if not properly addressed, may impede the success of cloud architecture. To save the
computation resource as well as the online burden potentially brought by the periodic storage correctness verification,
cloud users may resort to TPA for ensuring the storage integrity of their outsourced data. Public audit ability allows an
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external party, in addition to the user himself, to verify the correctness of remotely stored data. However, most of
these schemes, do not consider the privacy protection of users’ data against external auditors. It does not consider the
privacy protection of user’s data against external auditors gives unnecessary processing burden.

5. PROPOSED WORK

Our work is among the first few ones to support privacy-preserving public auditing in cloud computing, with a focus
on data storage. Besides, with the prevalence of cloud computing, a foreseeable increase of auditing tasks from
different users may be delegated to TPA. Our work also utilizes the technique of public key-based homomorphic
linear authenticator or HLA which enables TPA to perform the auditing without demanding the local copy of data and
thus drastically reduces the communication and computation overhead as compared to the straightforward data
auditing approaches. By integrating the HLA with random masking, our protocol guarantees that the TPA could not
learn any knowledge about the data content stored in the cloud server (CS) during the efficient auditing process. The
aggregation and algebraic properties of the authenticator further benefit our design for the batch auditing.

Thw advantages are Public audit ability -- to verify the correctness of the cloud data on demand without retrieving a
copy of the whole data. It provides security and performance guarantees.

6. DATABASE DESIGN STRUCTURE

Database design is the process of producing a detailed data model of a database. This logical data model contains all
the needed logical and physical design choices and physical storage parameters needed to generate a design in a Data
Definition Language, which can then be used to create a database. A fully attributed data model contains detailed
attributes for each entity.

Cloud User Info: This table is used for storing the details of users who has registered with Public cloud.

Column Mame Data Type Allow MNulls

p : FullMame nvarchar(50)
% UserlD nvarchar(50)

Password nvarchar(50)

ContactMumber bigint

EmailID rvarchar(50)

Address rvarchar (MAX)

SecretQuestion nvarchar(50)

SecretAnswer nvarchar(50)

Data Storage Log
In this table user data storage logs are stored dynamically.

Column Mame Data Type Allow Mulls

= I_.IserID ..................... varchar(50)
e : varchar(50)
Size float
UploadDate datetime

Audit Request
This table helps to keep the records of audit requests that are generated by the users.
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7. CONCLUSION
We proposed a privacy-preserving public auditing system for data storage security in cloud computing. We utilize the
homomorphic linear authenticator and random masking to guarantee that the TPA would not learn any knowledge
about the data content stored on the cloud server during the efficient auditing process, which not only eliminates the
burden of cloud user from the tedious and possibly expensive auditing task, but also alleviates the users’ fear of their
outsourced data leakage.
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